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Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-
nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles that contains the field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Support Global User Community to ask and
answer questions, share tips and tricks, discuss the best practices and par-
ticipate in conversations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve Support
product.


http://www.arcserve.com/support
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Chapter 1: Arcserve UDP Cloud Direct Disaster Recov-
ery Appliance for VirtualBox

The Arcserve UDP Cloud Direct Disaster Recovery Appliance is a virtual appliance
that enables Site-to-Site virtual private network (VPN) connectivity between a cus-
tomer’s On-premises environment and recovered systems in the UDP Cloud Direct

environment.

This section contains the following topics:

ReVIEW PrereqUISIteS .. o 6
Download the Arcserve UDP Cloud Direct Disaster Recovery Appliance for VirtualBox .. 7

Deploy the Arcserve UDP Cloud Direct Disaster Recovery Appliance On-premises for Vir-

LRVE1 (2T —— 9
Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery
AppliaNCe 13
Complete Disaster Recovery Appliance Configuration in Arcserve UDP Cloud Direct

Portal L 21
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Review Prerequisites

Review Prerequisites

Prerequisites for deploying the UDP Cloud Direct Disaster Recovery Appliance:

" Virtual compute resources (runs on VMware vSphere, Microsoft Hyper-V, and Oracle
VirtualBox)

e 512 MB RAM
e« 2GBHDD
® |P address for the internal network interface

® Publicly accessible IP address (not behind a firewall or NAT) for external connectivity.
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Download the Arcserve UDP Cloud Direct Disaster Recovery Appliance for VirtualBox

Download the Arcserve UDP Cloud Direct Disaster
Recovery Appliance for VirtualBox

Follow these steps:

1. Logintothe UDP Cloud Direct Portal.

Login

Account Email

Password

Click here for Ping Identity
Forgot your password?

2. Click the Disaster Recovery tab

arcserve UbpP CLOUD DIRECT

Systems  VMware Disaster Recovery

3. Click Configure & IP Takeover from the Connect Site-to-Site box.

Connect Site-to-Site

Access your active VIMs by connecting your local network with our cloud network. Use this
if you're in the office (or have access to it through yo

a Ir company VPN) and if have a partial
disaster with only some of the systems on your site down.

Configuration & IP Takeover

Note: At least one virtual instance must be activated to see the connectivity options.
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Download the Arcserve UDP Cloud Direct Disaster Recovery Appliance for VirtualBox

4. Download the UDP Cloud Direct Disaster Recovery Appliance for VirtualBox.

Site-to-Site Setup

1. 2. (optional)
Deploy Appliance Configure IP Takeover

Download
& For VMware & For VirtualBox & For Hyper-V
Instructions Instructions Instructions
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Deploy the Arcserve UDP Cloud Direct Disaster Recovery Appliance On-premises for

Deploy the Arcserve UDP Cloud Direct Disaster
Recovery Appliance On-premises for VirtualBox

Follow these steps:

1. Open the VirtualBox application.

W Oracle VM VirtualBox Manage - O
-
W 23 Details | (= Snapshots
MNew Settngs Discard  Start.
Welcome to VirtualBox!
The left part of this window is st of al virtual machines on your computer. The list is empty now
because you haven't created any virtual machines yet. B P
In order to areate @ new virtual machine, press the New button inthe £ \
main tool bar located at the top of the window, 4 .
You can press the F1 key to get instant help, or visit A
www.virtualbex.org for the latest information and news. I
N | //
2. Select File, Import Appliance.
¥# Oracle VM VirtualBox Manager - m] X
File Machine Help
& Preferences... Cirl+G
3 Detals | (@ snapshots
{0 Import Appliance... Ctrl+|
(R} Export Appliance... Ctr+E  lolcome to VirtualBox!
Virtual Media Manager... Ctrl+D & leftpart of this window ic a st of all virtual machines on your computer. The list is empty now
e . suse you haven't created any virtual machines yet. B ‘V—
rder to create @ new virtual machine, press the New button inthe £+ \
&) Check for Updates.. in tool bar located at the top of the window. 4 gy
4 Reset All Warnings P
can press the F1 key to get instant help, or visit o
9 Bt il PPovirtualbox.org for the latest information and news. % (>
N

Impert an appliance into VirtualBox

3. Browse to specify the location of the UDP Cloud Direct Disaster Recovery Appliance
the .ova file and click Import.
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Deploy the Arcserve UDP Cloud Direct Disaster Recovery Appliance On-premises for

T X
Import Virtual Appliance
Appliance to import
[c:\pownloads\ArcserveDRAppliance.oval | @
Appliance settings
Description Configuration &
Virtual System 1
?ﬁ‘ MName Arcserve DR Appliance_1
& Description Arcserve Disaster Recovery Appliance
E Guest 05 Type i Debian (64-bit)
{3 cpu 1
& ram 512 MB
Floppy
@ oo
@ Network Adapter Intel PRO/1000 MT Server (82343EM)
@ Network Adapter Intel PRO/1000 MT Server (82343EM)
A weonney oues hd
[ reinitialize the MAC address of all network cards
Guided Mode | Restore Defaults Cancel

4. Oncethe appliance has been imported, select the appliance VM and click Settings

v

’i:} {E} Eg> hd () Details (@) snapshots

New Settings Discard Start

2= = General 5 Preview -
[@f®
Arcserve DR Appiznce

Name:
Operating System:  Debian (64-bit)

[# system
Base Memory: 512MB Arcse!‘ve DR
BootOrder:  Floppy, Optical, Hard Disk Appliance
Acceleration:  VT-x/AMD-V, Nested
Paging, PAE/NX, KVM
Paravirtualization

Display

Video Memary:
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller; IDE
Controller: 5AS

SAS Port 0: Arcserve_DR_Appliance-disk1.vmdk (Normal, 2.00 GB)
Controller: Floppy

Floppy Device 0;  Empty

{5 Audio

Host Driver:  Windows DirectSound
Controller:  1CH ACS7

= .. . v

5. Scrolldown to the Network section, and perform the following steps to configure the
two network adapters.

@ Network

Adapter 1:  Intel PRQ/1000 MT Server (Bridged Adapter, Broadcom Metlink (TM) Gigabit
Ethernet)

Adapter 2:  Intel PRO/1000 MT Server (Bridged Adapter, Broadcom Metlink (TM) Gigabit
Ethernet)

Note: One adapter should be on your internal network, while the other should be
publicly accessible (not behind a firewall or NAT).
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Deploy the Arcserve UDP Cloud Direct Disaster Recovery Appliance On-premises for

® Configure Network Adapter 1 to use your internal network.

€3 Arcserve DR Appliance - Settings ? x
|8 General Network
E System Adapter 1 Adapter2  Adapter 3 Adapter 4
Display Enable Network Adapter
@ Storage Attached to: |Bridged Adapter >

. Name: Broadcom NetLink (TM) Gigabit Ethernet -
B8 sudio

[ Advanced

B Network
@ Serial Ports
&5 us

[l Shared Folders

o] userinterface

Cancel

® Configure Network Adapter 2 to use the external publicly accessible network.

€23 Arcserve DR Appliance - Settings ? x
@‘ General Network
E System Adapter 1 Adapter 2 Adapter3  Adapter 4
Display Enable Network Adapter
@ Storage Attached to: |Bridged Adapter ¥
Name: |Broadcom MetLink (TM) Gigabit Ethernet -
& Audio
[» Advanced

B Network
@ Serial Ports
& use

E Shared Folders

o] userinterface

s

" Click OK to save the changes to the appliance settings.

6. Now, start the imported appliance.

¥# Oracle VM VirtualBox Manager
File Machine Help

’i:} E:% > ’f<>' (73 Detals (@ Snapshots

New Settings Discard  Start
[ Start [E General E preview
| © Ponered0

7
[ Name: Arcserve DR Appliance
Operating System: Debian (§4-bit)

[¥] System
Base Memory: 512 MB Al‘CSEI_'Ve DR
BootOrder:  Fiappy, Optical, Hard Disk Appliance

Acceleration:  VT-%/AMD-V, Nested
Paging, PAE/NX, KVM
Paravirtulization

Display

Video Memory: 16 MB
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Contraller: IDE
Controller: SAS

SAS Port 0: Arcserve_DR_Appliance-disk1.vmdk (Normal, 2.00 G8)
Controller: Floppy

Floppy Device 0:  Empty

5 Audio

Host Driver:  Windows DirectSound
Controller:  ICH ACS7

.

Start selected virtual machines

When the virtual appliance finishes booting, the Welcome screen will appear.
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Deploy the Arcserve UDP Cloud Direct Disaster Recovery Appliance On-premises for

Arcserve DR Appliance
Helcome to the Arcserve Disaster Recovery fAppliance.

This appliance will help 4you set up a Site-to-Site YPW hetween
your Arcserve Cloud and your local network. In addition, it allows
for IF Takeower configurations to be applied so that failowvers
appear seamless for your end users.

Let's start by configuring your network interfaces.
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Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery

Configure the Network Interfaces of the Arcserve
UDP Cloud Direct Disaster Recovery Appliance
Follow these steps:

1. Press Enter when you see the Welcome screen.

Arcserve DR Appliance
Helcome to the Arcserve Disaster Recovery Appliance.

This appliance will help you set up a Site-to-5ite WPN between
your Arcserve Cloud and your local network. In addition, it allows
for IP Takeover configurations to be applied so that failowers
appear seamless for your end users.

Let's start by configuring Jyour network interfaces.

You are led to the menu to configure the network interfaces. Here, you will configure
the IP address for each network interfaces and also the static routes and DNS server
addresses

Configure Metwork Interfaces y
Select item to configure:

Bl B

ethil -

Routes Configure static routes

ODMS Configure DNS serwvers

Done Finished network configuration, continue

<Exit Configuration:

2. Perform the following steps to configure interface ethO:

a. Select No when asked if you want to use DHCP with ethO.

Configure Interface ethod 7
Would you like to use
DHCP to canfigure
interface etho?

< YBS
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Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery

b. Configure the IP address and subnet mask for eth0. Use the arrow keys to
move between the IP address and Netmask settings.

Configure Interface etho
Enter new settings for etho

IF Address
Netmask

<Cancelx>

Configure Interface etho
Enter new settings for etho

IF Address
Netmask

<Cancel>

c. Pressthe Tab key to select OK and press Enter to return to the main menu.

Configure Interface etho
Enter new settings for etho

IF Address
Netmask

T <Cancels

3. Perform the following steps to configure interface eth1.

a. Select No when asked if you want to use DHCP with eth1.

Configure Interface ethil
Would you like to use
DHCF to configure
interface ethi?

< ves > [ANEEE
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Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery

b. Configure the IP address and subnet mask for ethl. Use the arrow keys to
move between the IP address and Netmask settings.

Configure Interface ethil
Enter new settings for ethil

IF Address
Metmask

<Cancel:

Configure Interface
Enter new settings for

IF Address

<Cancel:

c. Pressthe Tab key to select OK, and press Enter to return to the main menu.

Configure Interface ethl
Enter new settings ethil

IF Address
Metmask

T <Cancels

4. Perform the following steps to configure static routes.
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Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery

Configure Wetwork Interfaces
Select item to configure:

etho 10.22.1.130/24
ethi 8.5.243.248/23

DNS Configure DHNS servers
Done Finished network configuration, continue

ok <Fxit Configuration:

We recommend to add default static routes for both the internal and external gate-
ways.

Configure Static Routes
Select a route to edit or
delete

fdd a new route

<Cancelx>

a. Select Add to add a new static route.

Configure Static Route 7
Enter new route information.
To set the default route, enter
0.0.0.0 for Destination and Metmask

Destination
Metmask
Gateway

< 0Ok » <Delete> <Cancel:>

b. Configure a static route for the external gateway.

We recommend to configure a default route with a value of 0.0.0.0 for the des-
tination, and a value of 0.0.0.0 for the netmask.

16 Arcserve UDP Cloud Direct Disaster Recovery Network Appliance VirtualBox Guide



Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery

i. EntertheIP address of your external gateway.

Configure Static Route
Enter new route information.
To set the default route, enter
0.0.0.0 for Destination and Netmask

Destination 0.0.0.0

Netmask
Gateway

BT cleter  <Cancels

ii. Hitthe Tab key to select OK to return to the menu to configure static
routes.

c. Configure a static route for the internal gateway.

Configure Static Route
Enter new route information.
To =et the default route, enter
0.0.0.0 for Destination and Netmask

Destination 10.0.0.0
Metmask 0.0
Gateway

BT <0cleter  <Cancels

i. Enterthe IP address of your external gateway.

ii. Pressthe Tab key to select OK to return to the menu to configure static

Chapter 1: Arcserve UDP Cloud Direct Disaster Recovery Appliance for VirtualBox 17



Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery

routes.

Configure Static Routes
Select a route to edit or delete

o0 0/0MGateway:8.5.242. 1
10.0.0.0/8 Gateway:10.22.1.1
fidd fidd & new route

d. With the static routes configured, press the Tab key to select Cancel to return
to the main menu.

5. Perform the following steps to configure DNS servers.

Configure Metwork Interfaces
Select item to configure:

ethi 10.22.1.130/24
ethil G.5.243. 248,23
Routes Configure static routes
Configure DNS servers
Donge Finished network configuration, continue

TR it configuration>

Configure DMNS Servers 7
Enter DMS server IFs:

DNS1
DNSE
DNS3

< 0K » <«Cancelx

a. Enter the DNS server IP addresses. Use the arrow keys to move between the
DNS server IP address entries.
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Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery

Configure DNS Serwvers
Enter DNS server IFs:

B cancel:

b. With the DNS server IP addresses entered, press the Tab key to select OK to
return to the main menu.

6. When you have finished configuring the network interfaces, select Done from the
menu.

7. Press the Tab key to select OK, and then press Enter.

Atest will be performed to verify that network connectivity to the internet is working
properly.

Configure MNetwork Interfaces
Select item to configure:

gethi 10.22.1.130/24
ethi 8.5.243.248/23
Routes Configure static routes
DNE Configure DNS servers
Finished network configuration, continue

<Exit Configuration:

If the test completes successfully, then you will see the following message:

Metwork conflguration test passed.

8. After selecting OK to acknowledge the success test, you will be prompted to enter
your UDP Cloud Direct Portal login credentials.
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Configure the Network Interfaces of the Arcserve UDP Cloud Direct Disaster Recovery

Arcserve Portal Login
Enter your Arcserwve Portal login credentlals:

Password

< Ok > <Cancelx

The successful validation of your UDP Cloud Direct Portal credentials is indicated by a
message of the successful login.

Login succeeded.

9. When you select OK to acknowledge this message, you will be presented with the
connection status of the UDP Cloud Direct Disaster Recovery Appliance.

Current Status (press ESC to refresh)
Status as of: Wed May 17 22:30:36 UTC 2017

Connection to Arcserwve Fortal ! active
Site-to-site WPN status : active for 16:08
WPN connectivity to Arcserwe Cloud @ active

IF Takeowers configured: Wone

Last reported error: Mo errors

<Conf igures <Shutdown >
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Complete Disaster Recovery Appliance Configuration in Arcserve UDP Cloud Direct Portal

Complete Disaster Recovery Appliance Con-
figuration in Arcserve UDP Cloud Direct Portal

At this point, you may proceed to the UDP Cloud Direct Portal to complete the con-
figuration.

Follow these steps:

1. Loginto the portal.

Login

Account Email

Password

Click here for Ping Identity
Forgat your password?

2. Once logged into the UDP Cloud Direct Portal, click on the Disaster Recovery tab.

arcserve UDP CLOUD DIRECT

Systems VMware Disaster Recovery

3. Click the Configuration & IP Takeover from the Connect Site-to-Site box.

Connect Site-to-Site

Access your active VIMs by connecting your local network with our cloud network. Use this
if you're in the office (or have acc

oo e 15 Fh e

e your company VPN) and if have a partial
disaster with only some of the systems on your site down.

Configuration & IP Takeover

4. Enterthe external IP address of the UDP Cloud Direct Disaster Recovery Appliance
that you just installed, and the network range of your internal network.
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Complete Disaster Recovery Appliance Configuration in Arcserve UDP Cloud Direct Portal

Configure

Appliance Public IP B8.5.243.248

Private IP Range 10.22.1.0/24

Save Configuration
Delete Configuration

5. Click Save Configuration.

Within a few minutes, the UDP Cloud Direct Disaster Recovery Appliance should
receive the configuration update from the UDP Cloud Direct Portal and activate your
Site-to-Site VPN. The status of the Site-to-Site VPN connection should be reflected in

the UDP Cloud Direct Portal with a green vertical bar indicating a successful con-
nection.

Connect Site-to-Site

Access your active VMs by connecting your local netwark with our cloud network. Use this
if you're in the office (or have acc '

ss to it through your company VPN) and if have a partial

disasier witn cnl;-.- some of the systems on your site down.

[ ¥]
1

Configuration & IP Takeover

Note: On your network, to access other machines available within your UDP Cloud
Direct Infrastructure, you will need to add a static route. You can perform that indi-

vidually on each server that will connect to the UDP Cloud Direct Infrastructure or
on your router.
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